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Abstract

• The 3DEXPERIENCE Platform environment requires a bit more 
expertise and effort than the days of ENOVIA V6. You’ll need to learn 
about proxy and load balancing, SSL certificates and browsers, vertical 
vs horizontal scaling, external access for consultants and vendors and 
more. In this session I want to share the things I’ve learned over the 
past 10 years related to preparing, setting up, deploying and 
maintaining 3DEXPERIENCE environments. 3DEXPERIENCE 
administrators, infrastructure personnel, IT and business managers 
and consultants will find this topic interesting.
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Agenda

• A bunch of stuff I’ve learned
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Scaling

• Scaling done after deployment can 
be challenging
• On-premises tweaking can be simpler than cloud infrastructure

• Having a professional sizing done before provisioning will save time 
and effort
• Not full proof, sudden increases in headcount, record creation or file/content 

explosion can cause problems

• Cloud infrastructure scaling is not always granular

Providers like AWS present 
you with a LOT of options



Reverse Proxy and Load Balancing

• What is a reverse proxy? Sometimes called proxy server
• Situated between the client and the target server

• Accepts https (secured) requests from clients, forwards request to server

• Load balancing versus fail over
• 3DNofication JS Node is not load balanced

• 3DNotification sends timely messages and push notifications to users

• AWS ALB/ELB issues
• The last time I tried to setup AWS ALB/ELB as proxy and/or LB it failed

• At that time the ALB/ELB did not support the requirements of 
3DEXPERIENCE

• Recommendation: Stick with Apache LB or HAProxy LB



Certificates

• For most, certificates won’t be an issue

• For non-production environment self signed is fine

• Overload the SAN with all the non-production URLs
• qa.razorleaf.com | dev.razorleaf.com | staging.razorleaf.com | etc.

• qa.3dx.Razorleaf.com | dev.3dx.razorleaf.com, etc.

• sbx.19x.razorleaf.com | sbx.22x.razorleaf.com, etc.



Remote Access

• Consider the onboarding time in project planning
• Is formal paperwork required?

• Can it be accomplished using simple VPN technologies?

• Will you need to provide laptops to remote workers?

• Will the remote access be supervised?
• Makes time zones and scheduling a bit tricky and burdensome

• Can remote access be proxied by approved consultant?

• Approved consultant conducts Teams/Zoom meeting with a third party consultant (Air Gap)

• Will access to servers be shuttled through a “jump server”
• Fairly common, although it can be burdensome especially if transferring files to/from 

jump server is restricted

Providing access to consultants 
can trip up a project.



Sharing Sensitive Data

• Consultants

• Is it possible to segment the data 
so that schema and data can be 
shared?

• Air Gap

• Can the environment be 
approximated to enable the use 
of global resources?

Customer 

Environment
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Customer 
Environment

Approximated

Dev 
Environment

Approximated

Dev 
Environment

Onshore Environments Offshore Environments

This is a difficult topic. I could use 
some ideas to help others.



COExperience Reminder

• Take the session survey in the COE app

• Volunteer for COE

• Consider Speaking or co-speaking



Security and Firewalls

• Hardened services can present new challenges

• Redhat SELinux, for example

• Security Enhanced Linux (SELinux) provides an additional layer of system 
security.
• SELinux can affect files and folders, for sure it affects ports and services

• Firewalls can certainly disrupt communications

Dassault recommends disabling 
SELinux during installation of 
platform software.



Installing 3DEXPERIENCE

• Challenges

• Infrastructure

• Prerequisites

• Media

• 3DSpace, web apps
• Roles and Media

• CSV

• Overloading web apps, pros and cons



Handy Links Page

• Being able to test as you install is very helpful

• Comes in handy for general troubleshooting

• Adding a test page to tomcat is pretty simple
• Create test folder in webapps folder

• Create index.html file in test folder



Program Directory

• Contains essential information regarding 3DEXPERIENCE
• Continues to evolve

• Search in Program Directory can be very useful

• Welcome – Understanding Release Nomenclature

• Improvements in Summary of Changes
• Updates | Enhancements | Known Issues

• Deployment/Data Migration useful for upgrade

• Products/Roles has valuable information
• Apps included

• Installation Notes

Link to PDir

https://media.3ds.com/support/progdir/all/?pdir=3Dexp,r2023x,update02&context=onpremises


3DEXPERIENCE Services

• Windows

• External TomEE, creating services

• 3DSpace CAS and NoCAS Handling

• Linux
• Using systemd

• Three Unit templates

• TomEE

• CloudView

• 3DNotification 

SELinux can create challenges with 
configuring startup scripts for 
3DEXPERIENCE services.



SMTP Hack

• To avoid overloading your company SMTP services, use a listen only 
SMTP service

• Perfect for testing mail messages

• For Windows I like Papercut SMTP

• Can inspect html email messages, click links, etc.

• Keeps a nice history

• For releases 6.0 and higher, first install Microsoft Edge WebView2

• For Linux I like FakeSMTP

• Java-based application

https://github.com/ChangemakerStudios/Papercut-SMTP/releases
https://developer.microsoft.com/en-us/microsoft-edge/webview2/consumer/
http://nilhcem.com/FakeSMTP/download.html


Automation: Ansible and Terraform

• Ansible is great for automating things you would do by logging in and 
using the CLI (command line interface)
• Think IT automation

• I use it for preparing a Red Hat server for 3DEXPERIENCE installation

• Terraform is great for automating provisioning of infrastructure
• Infrastructure as code

• I have seen this used to standardize the build of AWS EC2 instances



Troubleshooting

• 3DDashboard

• Sensitive to certificate (CA) in keystore

• 3DNotification

• Sensitive to database connection



Cloning and Refreshing

• 3DEXPERIENCE environment makes this task challenging

• It is possible to “clone” one environment to create another

• Services at the right can be reconfigured after cloning

• Some services will need to be re-installed (indexing)

• Refreshing (database backups) an environment can be 
challenging

• If possible, keep the refresh to 3DSpace only



DevOps Automation

• 3DEXPERIENCE makes fully automated DevOps challenging

• STAGING, distrib, WAR build, deploy, etc.

• Customization packages, spinner, etc.

• It’s a good idea to use source code control, like Git to manage your 
code base, especially for traditional customizations



Containerization

• Deploying and managing a containerized 3DEXPERIENCE 
environment is quite complicated

• Technologies such as Docker and Kubernetes have become 
increasingly more interesting

• Alex Bruskin is a knowledge expert on the topic, you must commit:

• Software and Infrastructure

• Full time personnel to its care and feeding

• Another option for expertise is Prabhu Hiremath

https://www.linkedin.com/in/alexanderbruskin/
https://www.linkedin.com/in/prabhu-hiremath/


Containerization for 3DEXPERIENCE

• Provides huge organizational benefits
• Improves system quality and security

• Makes customization, configuration, deployment and maintenance of 
3DEXPERIENCE easier

• As a result, containerization speeds up innovation

• While forcing a certain additional effort
• IT organization must learn how to use 3DEXPERIENCE with containers

• 3DEXPERIENCE has a heavier footprint than many other systems, especially those created 
with multi-cloud mentality from the start

• The change process requires more discipline and more upfront work (DevOps pipelines and 
overall change automation, DTRs, dealing with databases, security, deployment and testing)

• Engineering must learn how to get the most benefits from the new paradigm

Advice from Alex Bruskin



Documentation

• Spend the time to create, revise and maintain documentation of the 
entire 3DEXPERENCE environment
• Maintenance of the system documentation should be ongoing

• Create multiple “views” of the infrastructure
• Logical, physical

• Don’t worry too much about how the information is captured, just 
capture it, then refine it over time

• Having good system documentation will make it easier to 
troubleshoot the system, plan for changes, save a lot of time when 
working with service providers
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